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The OPC UA standard 
A milestone for automation in the digital 
environment 

OPC UA (Open Platform Communications – Unified Architecture) is 
an open standard for horizontal communication from machine to 
machine (M2M) and for vertical communication from machine all the 
way to the cloud. It’s vendor- and platform-independent, supports 
extensive security mechanisms, and can be optimally combined with 
PROFINET in a shared Industrial Ethernet network. 

OPC UA has integrated security aspects and provides the best 
conditions for Industrie 4.0 and the digitalization of automation 
 

OPC UA speeds up the digitalization of your company 

To handle the requirements of tomorrow’s industry, industrial 
networks will need to be able to meet ever-increasing demands. 
Companies will need convergent, end-to-end, secured networks that 
are flexibly scalable, dynamically adaptable, and able to 
accommodate large numbers of users – naturally, with the fastest 
possible response times. 

OPC UA is an important component: The open, platform-neutral 
communication standard enables seamless communication with 
third-party applications and can be flexibly scaled to meet specific 
requirements. With its semantic capabilities, OPC UA supports more 
than just data transmission: It also contains a unique information 
model. Proven security mechanisms like authentication, 
authorization, and encryption guarantee a secure connection. In 
addition, PROFIsafe mechanisms are being prepared for OPC UA to 
permit standardized, safety-related communication between 
machines. OPC UA can also be integrated into existing Industrial 
Ethernet networks and can run on the existing PROFINET 
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infrastructure without compromising performance. 
 
That’s why Siemens relies on OPC UA as the number-one open 
interface from the control level to higher-level SCADA, MES, and 
ERP systems all the way to the cloud. 

Communication mechanisms for different requirements 

OPC UA client/server 

OPC UA with client/server communication is used extensively in 
automation. With this proven, one-to-one communication mechanism, 
each OPC UA client obtains access to the data on the OPC UA 
server via point-to-point communication. The OPC UA client sends a 
request to the OPC UA server, from which it receives a response. 
This form of communication enables a reliable, secure, encrypted 
data exchange with reduced bandwidth and no loss of data, even if 
the environment and network quality are sub-optimal and are 
experiencing disturbances. Client/server communication is always 
based on TCP/IP. 

 

OPC UA PubSub 

In the OPC UA with PubSub (publish/subscribe) model, a one-to-
many or many-to-one communication mechanism is used: A 
publisher makes data available that can be received by any number 
of subscribers in the network. OPC UA PubSub communication can 
be transmitted via UDP or directly on layer 2. Depending on the 
technology used, this can result in short cycle times. In conjunction 
with Time-Sensitive Networking (TSN), OPC UA PubSub therefore 
enables real-time communication at the control level and meets the 
demands of time-critical applications. 

OPC UA based on TSN 

Another step into the digital future and towards IIoT (Industrial Internet 
of Things) 

Guaranteed, scalable bandwidths, optimized Quality of Service 
(QoS) mechanisms, real-time capability, and very low transmission 
latency in communication networks: Siemens relies on Time-
Sensitive Networking (TSN) to get the most out of automation 
networks while meeting constantly growing requirements. As a result, 
communication from machine to machine and from machine all the 
way up to the operator level can achieve new heights in terms of 
speed and reliability. TSN is defined within the framework of IEEE 
802.1 and combines a series of individual standards that affect only 
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the data-link communication layer (layer 2). 

Good reasons to use OPC UA 

Features 

 Vendor-independent and platform-neutral 
 Integrated security concept (encryption, signing, and 

authentication) 
 Consistent, end-to-end, and scalable 
 Information model and semantic services 
 Unlimited parallel operation with PROFINET 
 Real-time capability of OPC UA PubSub in combination with Time-

Sensitive Networking (TSN) 

Benefits 

 Standardized interface and widespread availability 
 Secured communication directly in the protocol with no additional 

hardware 
 Direct connection and communication across all automation levels 
 Easy and unambiguous interpretation of data 
 Simple Ethernet-based networking, uses existing Industrial 

Ethernet infrastructure 
 Internationally standardized interfaces for simple machine 

integration (companion specifications) 
 High performance thanks to fast communication 
 When TSN hardware and OPC UA PubSub are used, OPC UA 

data can be transmitted deterministically, independent of the 
network load 

OPC UA and PROFINET – together into the future 

 

 

 

 

 
 


